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USE OF TECHNOLOGY RESOURCES 

ACCEPTABLE USE AGREEMENT FOR EMPLOYEES 
 

TECHNOLOGY USE AND PRIVACY GUIDELINES  
 
Please read this document carefully. When signed by you, it becomes an agreement between you and the District. 
Your signature indicates that you have read, understand, and agree to abide by the conditions and guidelines 
established herein.  
 
CGESD provides various Technology Resources to authorized employees to assist them in performing their job 
duties. Each employee has a responsibility to use the District’s Technology Resources in a manner that is 
respectful of other employees, and consistent with the educational goals and objectives of the District. Each 
employee is responsible to report any misuse of the network to their direct supervisor. Failure to follow the District’s 
policies regarding Technology Resources may lead to disciplinary measures up to and including termination. Illegal 
uses of District Technology may result in referral to law enforcement authorities. CGESD acknowledges that this 
policy is intended for activity generated by school employees. 
 
Technology Resources Defined “Technology Resources” consist of all electronic devices, software, and means of 
electronic communication including, but not limited to: personal computers and workstations; mobile computers and 
devices; computer hardware; peripheral equipment such as printers, fax machines, and copiers; software 
applications and associated files and data, including software that grants access to external services, such as the 
Internet or the CGESD Intranet; electronic mail; telephones; cellular phones; pagers; PDAs; and voicemail systems 
or other technology related resources. This policy is intended to cover all available technologies, not just those 
specifically listed, including new, emerging technologies adopted for use by the District. 
 
Authorization Access to the District’s Technology Resources is within the sole discretion of the District. Generally, 
employees are given access to the District’s various technologies based upon their job functions. The use of the 
District’s Technology Resources may be revoked by the District, at any time for any reason.  
 
Use The District’s Technology Resources are to be used by employees for the purpose of conducting District 
business. Incidental personal use of District computers is permitted as long as the use does not result in any 
additional cost to the District and does not interfere with the employee’s job duties and performance, with system 
operations, or with any other system user. “Incidental personal use” is defined as incidental, occasional and 
reasonable use by an individual employee for personal communications. Such personal use must comply with this 
policy and all other applicable policies, procedures and rules. Supervision and the safety of students while using the 
District’s technology and/or internet is important.  Staff that allow technology/internet use by students are 
responsible to supervise and monitor student use.  
 
Improper Use  
 
1. Harassing, Discriminatory and Defamatory Use As set forth more fully in the District’s personnel policies, the 
District will not tolerate discrimination or harassment against any individual based on his or her race, religion, color, 
national origin, gender, sexual orientation, gender identity, age, disability or veteran status – even if the law does 
not prohibit the conduct. Under no circumstances may employees or students use the District’s Technology 
Resources to transmit, receive, or store any information that is discriminatory, harassing, defamatory, or verbally 
abusive in any way (e.g., sexually-explicit or racial messages, jokes, or cartoons).  
 
2. Inappropriate Communications with Students or Minors The District will not tolerate any inappropriate 
communication with any student or minor. This includes, but is not limited to, defamatory, obscene, or libelous 
electronic messages or images sent through the use of electronic mail, text messaging, discussion boards, chat, or 
social networking.   Do not initiate or accept a friend request, connection, etc., with a student or participate in any 
direct one-to-one messaging with students.  Any such use may result in disciplinary measures up to and including 
termination. State statute indicates that staff can also be held accountable for immoral or illegal conduct that takes 
place outside the school or work setting. 
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3. Copyright Infringement Employees may not use the District’s Technology Resources to copy, retrieve, forward 
or send copyrighted materials unless the employee has the author’s permission or is accessing a single copy only 
for the employee’s reference.  
 
4. Unlawful Activity Employees may not use the District’s Technology Resources to engage in any activity 
constituting or promoting a criminal offense, or potentially giving rise to civil liability, or otherwise violating any law, 
regulation, or District policy.  
 
5. Conflict of Interest. Employees may not use any of the District’s Technology Resources to further any business 
activity in which the District has no interest. Employees may not use any of the District’s Technology Resources in 
a manner that results in unauthorized billing or direct costs to the District or that is otherwise contrary to the best 
interests of the District.  
 
6. Confidential and Proprietary Information. Employees may not use the District’s Technology Resources in any 
manner that discloses confidential or proprietary information of the District to unauthorized third parties. Users shall 
not provide home addresses, phone numbers, or any personally identifiable information for any other student, staff, 
or employee of the District. 
 
7. Use of District technology resources to influence the outcome of elections. Employees may not use the 
District’s Technology Resources for the purpose of influencing the outcomes of elections, or to advocate support for 
or opposition to pending or proposed legislation by initiating such activity through District Technology Resources.  
 
8. Causing harm to others or damage to property, such as: 

• Using profane, abusive language; threatening, harassing, or making false statements about others. 
• Accessing, transmitting, or downloading offensive, harassing, or disparaging materials. 
• Deleting, copying, modifying, or forging other users’ names, emails, files, or data; disguising one’s identity, 

impersonating other users, or sending anonymous email. 
• Damaging computer equipment, files, data or the network in any way, including intentionally accessing, 

transmitting or downloading computer viruses or other harmful files or programs, or disrupting any 
computer system performance. 

• Using any district computer to pursue “hacking”, internal or external to the District, or attempting to access 
information protected by privacy laws. 

• Using Internet sites that may damage or interfere with the District’s computer network, including use that 
generates the delivery of “junk” electronic mail.  

 
9. Other Improper Uses.  

• Downloading material from the Internet or loading/running software or applications that have not been 
approved for installation on a District computer or network without advanced written permission from the 
Director of Informational Technology or his/her designee.  

• Using District Technology Resources to solicit funds; distribute chain letters; sell merchandise or services; 
collect signatures; or conduct membership drives.  

• Attempting to open email attachments or links from unknown or untrusted origin. 
• Personal use, and/or use that is not work-related; except that use defined as “incidental personal use”.  
• Connecting personally-owned devices to the District’s network, or classroom projection devices without the 

express written permission from the Director of Information Technology. 
• Use of unfiltered, broadband Internet access with or around students. 
• Storing proprietary material on the district’s network file servers such as copyrighted music and video files. 

 
District Access to Technology Resources All messages sent and received, including personal messages, and all 
data and information stored on the District’s electronic-mail system, voicemail system, or computer systems are 
District property regardless of the content. As such, the District reserves the right to access all of its Technology 
Resources including its computers, voicemail, and electronic-mail systems, at any time, at its sole discretion.  
 
Privacy Employees should understand that they have no reasonable expectation of privacy with respect to any 
messages or information created or maintained on the District’s Technology Resources, including personal 
information or messages.  The District may, at its discretion, inspect all files or messages on its Technology 
Resources at any time for any reason. The District may also monitor its Technology Resources at any time in order 
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to determine compliance with its policies, for the purposes of legal proceedings, to investigate misconduct, to locate 
information, or for any other purpose consistent with its educational goals and objectives. The best way to 
guarantee the privacy of personal information is not to store or transmit it on the District’s Technology Resources. 
Deleting or erasing information, documents, or messages maintained on the District’s Technology Resources is, in 
most cases, ineffective. All employees should understand that any information kept on the District’s Technology 
Resources may be electronically recalled or recreated even after it has been “deleted” or “erased” by an employee. 
By law, the district must archive all electronic communication.  Because the District periodically backs-up all files 
and messages, and because of the way in which computers re-use file storage space, files and messages may 
exist that are thought to have been deleted or erased. Therefore, employees who delete or erase information or 
messages should not assume that such information and/or messages are confidential. 
 
Passwords Passwords are intended to prevent unauthorized access to information.  Employees are expected to 
maintain their passwords as confidential. Employees must not share passwords and must not access coworkers’ 
systems without express authorization. Upon request from the Director of Information Technology or designee, 
employees must disclose their passwords to facilitate access by the District.  
 
Internet The District provides its users with access to the Internet, including web sites, resources, content, and 
online tools/applications. Internet access is filtered in compliance with CIPA (Children’s Internet Protection Act) 
regulations. Web browsing may be monitored and web activity records may be retained indefinitely. Users are 
expected to respect that the web filter is a safety precaution, and must not attempt to circumvent it when browsing 
the Internet. If a web site is blocked and a user believes it should not be, the user should follow district protocol to 
submit the web site for review. Employees have no right of privacy, nor any expectation of privacy, with respect to 
any aspect of their use of the Internet or electronic mail while on the District’s premises, or when accessing the 
Internet or using electronic mail remotely. The District reserves the right to, at any time, and without limitation, 
monitor employee use of the Internet, including monitoring Internet sites visited, the number of times those sites are 
visited and the time connected to each site. The District reserves the right to limit such access by any lawful means 
available to it, including revoking access altogether.  
 
Confidentiality Employees should use caution when sending confidential information over the Internet. Employees 
also should try to verify electronic mail addresses before transmitting any messages.  
 
Software Use All software in use on the District’s Technology Resources is officially licensed software. No software 
is to be installed or used that has not been duly paid for and licensed appropriately for the use to which it is being 
put. No employee may load any software on the District’s computers, by means of transmission, unless authorized 
in writing in advance by the Director of Information Technology. Authorization for loading software onto the District’s 
computers should not be given until the software to be loaded has been thoroughly scanned for viruses.  
 
Security The District has installed a variety of programs and devices to ensure the safety and security of the 
District’s Technology Resources. Any employee found tampering and/or disabling any of the District’s security 
devices will be subject to discipline up to and including termination. The District is not liable for employee 
submission of credit card or other sensitive data over the internet.  
 

 I have read, understand, and will abide by the provisions and conditions indicated.  I understand that 
any violations of the above terms and conditions will result in disciplinary action and the revocation of 
access to the Internet and/or other district technology resources. 

Print Name: _____________________________________________________________  
 
Signature: ___________________________________________ Date: _________________  

 
Upon completion of the PD e-Learning session, send your certificate of completion to the Human 
Resources office. 
 
--------------------------------------------------------------------------------------------------------------------------------------------------------- 
OFFICE USE ONLY 
Participated in the Internet Use Policy PD e-Learning session.   
 
 Date Completed: ___________________ Verified by __________________________________ 


